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ABSTRACT
Accurate crowd statistics are essential for urban safety, smart city

services, and event management, but also risk exposing sensitive

information. Precise counts can enable adversaries to identify in-

dividuals by correlating released statistics with external data. We

propose a novel protocol for privacy-preserving crowd analytics

that combines Bloom filters, fully homomorphic encryption (FHE),

and differential privacy (DP). Unlike prior approaches without for-

mal guarantees, our design injects randomized DP noise directly

under encryption, providing strong and quantifiable privacy protec-

tion. All computations, including aggregation and noise addition,

are executed entirely in the encrypted domain, ensuring that no

intermediate values are leaked. Our evaluation shows that the proto-

col achieves both efficiency and accuracy: relative accuracy exceeds

90% with 𝜖 = 0.5, and aggregation of over 1000 users completes in

under one second on commodity hardware. By uniting encrypted

processing, formal privacy guarantees, and practical scalability, this

work demonstrates the feasibility of deploying privacy-preserving

crowd monitoring in real-world smart city infrastructures.
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1 INTRODUCTION
Understanding the dynamics of crowds is important for urban plan-

ning [20], tourism management [12], and public safety [13]. In mod-

ern deployments, sensors installed in public areas collect unique

identifiers, such asMAC addresses or public transport card numbers,

to estimate crowd sizes at locations and infer movement between

them. Crowd monitoring systems typically support two categories

of queries: footfall, which estimates the number of unique indi-

viduals observed at a given location during a time window, and

crowd flow, which estimates the number of people moving across

locations and/or time intervals. In both cases, individual data is

abstracted into aggregate statistics, but precise output can still re-

veal private information. Previous work has shown that only a few

spatio-temporal data points are enough to uniquely identify most

individuals [5]. We refer to this risk as information leakage, the

ability of an adversary to infer the participation or movement of

specific individuals from released statistics. This risk is especially

high in small or sparse groups, where the absence or presence of a

single person can significantly alter the outcome. Recent work by

Marzani et al. [14] proposed a system that protects raw identifiers

using encrypted Bloom filters and deterministic sampling tech-

niques. While their architecture prevents direct access to plaintext

identifiers, the noise they inject is based on deterministic patterns

tied to identifiers. Such patterns can be learned or reversed over

time, weakening privacy guarantees. Moreover, because noise is

added at the sensor, the privacy level is fixed before aggregation

and cannot be adapted at query time.

In this work, we address these limitations by introducing differ-

ential privacy (DP) [6] into the encrypted computation pipeline.

Differential privacy provides a formal guarantee that the presence

or absence of any single individual has only a limited effect on

the published result, achieved by adding carefully calibrated ran-

dom noise. In our protocol, this principle is applied directly in the

encrypted domain: after aggregating encrypted Bloom filters, the

server injects randomized DP noise before decryption.

Applying DP in the encrypted domain strengthens privacy in

several ways. Injecting noise after aggregation prevents determin-

istic patterns that adversaries could learn or reverse over time, a

limitation of sensor-side approaches such as [14]. Differential pri-

vacy also provides formal and quantifiable guarantees, ensuring

that the presence or absence of a single individual has only a lim-

ited effect on the published result. Since noise is applied while the

data remains encrypted, no intermediate values are revealed during

computation. Managing noise at the aggregation point also allows

flexible control of the privacy budget, enabling the system to adapt

protection levels to different queries and deployment scenarios

without modifying the sensors.

The workflow of our protocol is straightforward. Sensors encode

locally observed identifiers into Bloom filters, encrypt them using

fully homomorphic encryption (FHE), and send the ciphertexts to

the server. The server, modeled as honest-but-curious, aggregates

the encrypted Bloom filters to compute footfall or crowd flow sta-

tistics and injects randomized DP noise before decryption. Finally,

the noisy aggregate is decrypted and released to the client. This

pipeline guarantees that raw identifiers never leave the sensors,

intermediate computations remain encrypted throughout, and the

published results satisfy differential privacy.

2 BACKGROUND
2.1 Bloom Filters
A Bloom filter is a probabilistic data structure used to efficiently test

set membership with controlled false positive rates [1]. A Bloom

filter consists of an array of𝑚 bits, all initially set to zero, and 𝑘

independent hash functions. To insert an element, it is hashed by
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each function, and the corresponding 𝑘 positions in the bit array

are set to one. To test membership, the element is hashed again; if

all 𝑘 bits are set, membership is assumed; although false positives

are possible, false negatives are not. For a desired false positive

rate 𝑝 and the expected number of elements inserted 𝑛, the optimal

parameters𝑚 (number of bits) and 𝑘 (number of hash functions) can

be calculated:𝑚 = − 𝑛 ln𝑝

(ln 2)2 and 𝑘 = 𝑚
𝑛
ln 2. These choices minimize

the false-positive rate for a fixed filter size or, conversely, minimize

the filter size for a target error rate. The number of unique elements

inserted into a Bloom filter (cardinality, 𝑐) can be estimated by

counting the number of bits set (𝑡 ) to one in the filter after all

insertions.

𝑐 = −𝑚
𝑘
ln

(
1 − 𝑡

𝑚

)
. (1)

In addition to set membership, Bloom filters support approximate

set operations. The intersection of two sets encoded as Bloom fil-

ters can be approximately computed by the bitwise AND of their

bit arrays. If 𝐵𝐹𝐴 and 𝐵𝐹𝐵 are Bloom filters for sets 𝐴 and 𝐵, the

intersection filter 𝐵𝐹𝐴∩𝐵 is given by

𝐵𝐹𝐴∩𝐵 = 𝐵𝐹𝐴 & 𝐵𝐹𝐵, (2)

where & denotes the bitwise AND operation. The number of set

bits in 𝐵𝐹𝐴∩𝐵 provides an estimate of |𝐴 ∩ 𝐵 | using the same cardi-

nality estimation formula (1). Privacy-preserving analytics allow

the encoding of identifiers before encryption, ensuring that raw

values are never directly exposed.

2.2 Fully Homomorphic Encryption
Fully Homomorphic Encryption (FHE) enables arbitrary compu-

tations to be performed directly on encrypted data, ensuring that

no information about the underlying plaintext is revealed during

processing [9]. Modern FHE schemes, such as CKKS [3], support

both addition and multiplication operations on ciphertexts, making

them well suited for secure data analytics. However, this capability

comes at the cost of increased computational and storage overhead

compared to traditional encryption.

2.3 Differential Privacy
Differential privacy (DP) provides a formal guarantee that the out-

put of a data analysis does not reveal whether an individual is

included in the dataset [6]. A randomized mechanismM satisfies

(𝜖, 𝛿)-differential privacy if, for all datasets 𝐷 and 𝐷 ′ differing in a

single record, and for all measurable sets 𝑆 ,

Pr[M(𝐷) ∈ 𝑆] ≤ 𝑒𝜖 Pr[M(𝐷 ′) ∈ 𝑆] + 𝛿. (3)

Here, 𝜖 controls the privacy–utility trade-off (smaller 𝜖 means

stronger privacy), and 𝛿 is a small failure probability.

In our setting, queries are counts of individuals. in DP expressed

as a function 𝑓 operating on, in our case, encrypted Bloom filters.

For footfall, this is the number of unique individuals in one location,

and for crowd flow, it is the size of the intersection of detected

people in multiple locations. The sensitivity of 𝑓 expresses the

maximum change in its output when its input is changed minimally.

In our case, this sensitivity is 1, since adding or removing a single

individual changes the result by at most one.

To achieve 𝜖-differential privacy, we apply the Laplace mecha-

nism:

M(𝐷) = 𝑓 (𝐷) + 𝜂, 𝜂 ∼ 𝐿𝑎𝑝 (1/𝜖) (4)

where 𝜂 is drawn from the Laplace distribution with mean 0 and

scale 1/𝜖 , with density:

𝑓𝜂 (𝑥) = 𝜖
2
𝑒−𝜖 |𝑥 |

This mechanism is 𝜖-indistinguishable: for two neighboring data

sets 𝐷 and 𝐷 ′ that differ in one individual, |𝑓 (𝐷) − 𝑓 (𝐷 ′) | ≤ 1, and

for any output 𝑐 ∈ R,

Pr[M(𝐷) = 𝑐]
Pr[M(𝐷 ′) = 𝑐] =

𝑓𝜂 (𝑐 − 𝑓 (𝐷))
𝑓𝜂 (𝑐 − 𝑓 (𝐷 ′)) ≤ 𝑒

𝜖 .

Hence, the mechanism satisfies what is known as pure DP (i.e.,

𝛿 = 0).

In our protocol, the server never observes the plaintext counts

and processes only encrypted Bloom filters. For each query, it ho-

momorphically computes the number of set bits 𝑡 and returns the

encrypted value. The client applies the Bloom filter cardinality esti-

mator (1) to obtain 𝑓 (𝐷). To enforce DP, we sample 𝜂 ∼ 𝐿𝑎𝑝 (1/𝜖)
in the count domain and interpret 𝑓 (𝐷) + 𝜂 as the noisy result. Be-

cause the server operates only on encrypted set-bit totals, this noisy

count is mapped back into the Bloom filter domain: we compute

the number of set bits 𝑡 ′ that correspond to 𝜂 using the inverse of

the cardinality formula, encrypt 𝑡 ′, and homomorphically add it to

the encrypted sum.

This ensures that noise is applied exactly as prescribed by the

Laplace mechanism on individual counts, while remaining consis-

tent with the Bloom filter estimator. All intermediate values remain

encrypted: the server never learns the plaintext cardinality or num-

ber of set bits, and the client never learns the exact noise value that

is added.

3 RELATEDWORK
Crowd monitoring has been widely studied using data sources

such as Wi-Fi probe requests and device identifiers (e.g., MAC

addresses), which support estimation of crowd densities and move-

ment patterns [16, 19, 2]. Although effective, these methods often

compromise privacy, as device identifiers can be linked, tracked,

or re-identified [4]. Aggregation-based techniques, such as count-

ing sketches [10] and 𝑘-anonymity [21], have been introduced to

reduce the risk of direct identification, but remain vulnerable in

low-density settings or when auxiliary data is available.

To address these risks, differential privacy (DP) has been ex-

plored in recent work. However, existing DP mechanisms fall short

in practical crowd monitoring applications, to protect both footfall

and crowd flow statistics. Purcell et al. [17] proposed a two-party

protocol for differentially private set intersection estimation, but

their approach is limited to static, pairwise scenarios and does

not support encrypted intermediate computation or multi-sensor

settings. RAPPOR [8] introduces randomized noise for DP web

tracking applications, using Bloom filters, but is not designed to

support set intersections or crowd flow estimation. DPBloomfil-

ter [11] applies randomized response to privatemembership queries,

yet does not generalize to tracking movement patterns across time

or space. Rusca et al. [18] proposed a system using noisy Bloom
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filters for crowd counting, but the added noise is canceled out dur-

ing intersection operations, undermining privacy for crowd flow

analysis.

A closely related system was proposed by Marzani et al. [14],

they introduced Bloom filters and deterministic sampling meth-

ods for crowd monitoring. Their approach reduces precision in

sparse groups to limit re-identification risks, but it does not provide

formal differential privacy guarantees. Because the sampling is de-

terministic, the same identifiers consistently influence the output.

In contrast, our protocol relies on fully homomorphic encryption

with randomized Laplace noise, ensuring differential privacy at the

output level.

4 SYSTEM AND THREAT MODEL

Figure 1: System Model. Scanners 𝑆 = (𝑠1, ..., 𝑠𝑛) collect iden-
tifiers, process these and send them to a central processing
server. Clients subsequently issue footfall or crowd flow
queries to estimate the number of people at given locations.

Figure 1 illustrates our architecture, which returns differentially

private answers for footfall and crowd flow queries.

Data collection and encryption: In our model, we assume that

each location is equipped with a logically single scanner. Such a

scanner collects device identifiers observed at a location during a

time interval (epoch), possibly through several sensors that report

their data to the scanner. The scanner encodes the identifiers into a

Bloom filter and encrypts this filter under the public keys of clients

using fully homomorphic encryption. Scanners and their sensors

are trusted to collect and encrypt data in a secure and transparent

manner. We formally define footfall and crowd flow as follows:

Footfall: Let𝑇𝑠,𝑒 denote the set of detections by scanner 𝑠 during
epoch 𝑒 . The footfall at location 𝑠 for epoch 𝑒 is defined as |𝑇𝑠,𝑒 |.

Crowd Flow: Let 𝑆𝐸 = {(𝑠∗
1
, 𝑒∗

1
), . . . , (𝑠∗𝑛, 𝑒∗𝑛)} be a set of scanner-

epoch pairs, with corresponding detection sets 𝑇𝑠∗
𝑖
,𝑒∗
𝑖
. The crowd

flow is the cardinality of the intersection, |⋂(𝑠∗
𝑖
,𝑒∗
𝑖
) ∈𝑆𝐸 𝑇𝑠∗𝑖 ,𝑒

∗
𝑖
|.

Encrypted aggregation and DP noise: The server receives
Enc(BF) from the scanners. For footfall, it homomorphically counts

the set bits in the encrypted Bloom filter to obtain Enc(𝑡). For crowd
flow, it homomorphically ANDs the relevant encrypted Bloom fil-

ters and then counts the set bits, again producing Enc(𝑡).

To enforce differential privacy, the server does not apply the

Laplace mechanism directly to the estimator in Eq. (1), as this would

require evaluating a logarithm homomorphically. Instead, noise is

added in the set bits domain. The server samples Laplace noise

in the clear and then computes, in plaintext, the corresponding

adjustment that this noise induces in the Bloom-filter bit count.

This adjustment is applied under encryption using only subtraction

and multiplication, avoiding expensive homomorphic logarithmic

operations. The result is an encrypted noisy bit count Enc(𝑡noisy).
Return and decryption: The server returns Enc(𝑡noisy) to the

client. The client decrypts locally and applies the Bloom filter es-

timator to obtain the DP-protected statistic. The server never ob-

serves plaintext identifiers, intermediate counts, or DP outputs.

Threat model
Our goal is to prevent inference and re-identification from both

the computations and released results. We make the following

assumptions.

• Scanners are trusted to correctly encode and encrypt ob-

servations. We do not consider these components to be

physically compromised.

• The server is honest-but-curious. It executes the protocol

but attempts to learn from what it sees. It never holds a pri-

vate key and never observes plaintext data or intermediate

results.

• Clients are honest-but-curious as well; they follow the

protocol, but may try to combine the released statistics

with auxiliary information to infer additional information

about individuals. In our design, clients should learn only

differentially private aggregate statistics.

• Concerning key management, the client owns the key pair

(pk, sk). The scanners and the server receive pk; only the

client holds sk and performs decryption.

• For noise generation, the server samples fresh DP noise

for each query and applies its effect under encryption in

the bit-count domain. This produces an encrypted noisy

bit count Enc(𝑡noisy) without revealing any intermediate

plaintexts.

• We assume that there is no collusion between the server

and any client. A colluding server–client pair could com-

bine what the server knows about the applied noise with

what the client decrypts, revealing the exact count and

breaking the DP guarantee for that client.

• Probabilistic encryption, Bloom filters per epoch, and in-

dependent noise per query limit linkage and replay across

queries.

No party, except the scanners, has access to the raw data. The

server never decrypts the data, and the client decrypts only the

final DP-protected statistics.

5 METHODS
In this section, we present the detailed design of our privacy-

preserving crowd-analyst protocol, which integrates Bloom filters,

fully homomorphic encryption (FHE), and differential privacy (DP).

The protocol enables the secure aggregation of crowd statistics,
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Algorithm 1 Privacy-Preserving Crowd Analytics Protocol

1: Key setup:The client generates an FHE key pair (𝑝𝑘, 𝑠𝑘), keeps
𝑠𝑘 , and distributes 𝑝𝑘 to the scanners and the server.

2: for each scanner 𝑠 do
3: Collect identifiers observed during epoch 𝑒

4: Encode identifiers as Bloom filter 𝐵𝐹𝑠,𝑒
5: Encrypt: 𝐸𝑛𝑐 (𝐵𝐹𝑠,𝑒 ) ← 𝐸𝑛𝑐𝑝𝑘 (𝐵𝐹𝑠,𝑒 )
6: Send 𝐸𝑛𝑐 (𝐵𝐹𝑠,𝑒 ) to the server

7: end for
8: if query is footfall then
9: 𝐸𝑛𝑐 (𝑡) ← EncryptedCount(𝐸𝑛𝑐 (𝐵𝐹𝑠,𝑒 ))
10: else if query is crowd flow then
11: 𝐸𝑛𝑐 (𝐼 ) ← Intersection({𝐸𝑛𝑐 (𝐵𝐹𝑠,𝑒 )})
12: 𝐸𝑛𝑐 (𝑡) ← EncryptedCount(𝐸𝑛𝑐 (𝐼 ))
13: end if
14: Sample Laplace noise 𝜂 ∼ 𝐿𝑎𝑝 (1/𝜖)
15: Map noise into Bloom filter domain: 𝑡 ′ ← (𝑚 − 𝐸𝑛𝑐 (𝑡)) ·(

1 − exp
(
−𝑘𝜂

𝑚

))
16: Encrypt and add noise: 𝐸𝑛𝑐 (𝑡noisy) ← 𝐸𝑛𝑐 (𝑡) + 𝐸𝑛𝑐𝑝𝑘 (𝑡 ′)
17: Server sends 𝐸𝑛𝑐 (𝑡noisy) to the client

18: Client decrypts: 𝑡noisy ← 𝐷𝑒𝑐𝑠𝑘 (𝐸𝑛𝑐 (𝑡noisy))
19: Estimate cardinality: 𝑛hat ← −𝑚

𝑘
log

(
1 − 𝑡

noisy

𝑚

)
20: Output: 𝑛hat

such as footfall and crowd flow, without exposing raw data or

intermediate results. The workflow consists of three phases:

(1) Data Collection and Encryption: Each trusted scanner

encodes locally observed identifiers into a Bloom filter and

encrypts them under the client’s public key using FHE.

(2) EncryptedAggregation andNoiseAddition:The server
aggregates encrypted Bloom filters, performs set opera-

tions (intersection), counts set bits, and homomorphically

adds Laplace noise for differential privacy.

(3) Decryption and Release: The noisy encrypted result

is returned to the client, who holds the private key and

decrypts only the final differentially private statistic.

5.1 Data Collection
Each scanner collects all identifiers detected within a specific epoch.

These identifiers are encoded into a Bloom filterBFwith parameters

(𝑚,𝑘) optimized for the expected set size and false positive rate.

The Bloom filter is then encrypted using the CKKS FHE scheme,

yielding Enc(BF), which is sent to the server.

5.2 Encrypted Aggregation and DP Noise
Upon receiving encrypted Bloom filters, the server computes the

desired aggregates:

• For footfall, the server computes the encrypted sum of

set bits in a single encrypted Bloom filter.

• For crowd flow, it homomorphically computes the inter-

section (bitwise AND) of the relevant encrypted Bloom

filters and then counts set bits.

To enforce differential privacy, the server adds Laplace noise

in the count domain and then maps it consistently into the Bloom

filter domain:

(1) The server samples Laplace noise 𝜂 ∼ Lap(1/𝜖).
(2) The true cardinality 𝑐 is estimated from 𝑡 set bits using the

Bloom filter estimator 1:

𝑐 = −𝑚
𝑘
ln

(
1 − 𝑡

𝑚

)
.

To apply the Laplace mechanism, we want the noisy count

to be 𝑐 + 𝜂, which should correspond to a new number of

set bits 𝑡 + 𝑡 ′. We therefore require

𝑐 + 𝜂 = −𝑚
𝑘
ln

(
1 − 𝑡 + 𝑡 ′

𝑚

)
.

Substituting the expression for 𝑐 and simplifying:

ln

(
1 − 𝑡

𝑚

)
− 𝑘

𝑚
𝜂 = ln

(
1 − 𝑡 + 𝑡 ′

𝑚

)
,

which after exponentiation becomes(
1 − 𝑡

𝑚

)
𝑒−𝑘𝜂/𝑚 = 1 − 𝑡 + 𝑡 ′

𝑚
.

Solving for 𝑡 ′ gives

𝑡 ′ =𝑚 − (𝑚 − 𝑡)𝑒−𝑘𝜂/𝑚 − 𝑡 = (𝑚 − 𝑡)
(
1 − 𝑒−𝑘𝜂/𝑚

)
.

The adjustment 𝑡 ′ may be positive or negative because

Laplace noise can either increase or decrease the estimated

count.

(3) The server encrypts 𝑡 ′ and adds it to the encrypted bit

count:

Enc(𝑡noisy) = Enc(𝑡) + Enc(𝑡 ′) .

Example. For the Bloom filter parameters𝑚 = 9585 and𝑘 = 7, we

assume that the aggregation yields 𝑡 = 4800 set bits. With 𝜖 = 0.5,

a sampled noise 𝜂 = −2.3 gives

𝑡 ′ = (9585 − 4800)
(
1 − 𝑒−7(−2.3)/9585

)
≈ −8.

The total number of noisy bits is then 𝑡noisy ≈ 4792.

The client applies the cardinality estimator 1. Without noise,

𝑐 = − 9585

7
ln

(
1 − 4800

9585

)
≈ 951.26,

while with noise,

𝑐noisy = − 9585

7
ln

(
1 − 4792

9585

)
≈ 948.96.

Thus, the result released differs approximately by −2.3, exactly
matching the Laplace noise applied in the count domain. We do

not compute the estimator 𝑐 homomorphically on the server, add

Laplace noise to it, and return the noisy estimate 𝑐 to the client.

The reason is that the estimator in 1 requires a logarithm, which is

expensive to evaluate under FHE. To avoid this, we add noise in the

bit-count domain instead of in the final estimate. This avoids costly

homomorphic logarithms and keeps encrypted operations limited

to subtraction, multiplication, and addition, making the protocol

practical while preserving differential privacy.

This procedure ensures that the Laplace mechanism is imple-

mented correctly on individual counts while remaining consis-

tent with the Bloom filter estimator. The computations remain

4
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encrypted: the server never learns the plaintext values, and the

client never learns the exact noise values.

5.3 Decryption and Release
The server sends Enc(𝑡noisy) to the client. Because only the client

holds the private key, only the client can decrypt the noisy aggregate

and apply the Bloom filter cardinality formula 1 to obtain the final

statistic. At no point are raw identifiers or intermediate results

revealed.

5.4 Differential Privacy Guarantee
Our mechanism satisfies pure 𝜖-differential privacy by construction.

As shown in Section 2.3, the Laplacemechanism ensures that adding

or removing one individual changes the released result by at most a

multiplicative factor 𝑒𝜖 . Section 5.2 demonstrated how to translate

this noise consistently into the Bloom filter domain, ensuring that

applying the estimator to 𝑡 + 𝑡 ′ yields 𝑓 (𝐷) + 𝜂 exactly.

Importantly, this guarantee holds end-to-end in an encrypted set-

ting. The server performs all aggregation and noise addition under

homomorphic encryption and never observes the plaintext counts

or intermediate values. The client decrypts only the final noisy

result but does not know the exact value of the added noise. Thus,

the only information revealed is the output of an 𝜖-DP mechanism.

This combination of formal DP guarantees and encrypted pro-

cessing ensures that both footfall and crowd flow queries are re-

leased with strong, quantifiable privacy protection, while the in-

termediate computations and raw identifiers remain completely

hidden.

6 EVALUATION
We evaluate our protocol in two dimensions: computational effi-

ciency (timing under FHE) and privacy-utility tradeoff (statistical

accuracy as a function of 𝜖), for footfall (crowd size) and crowd flow

(intersection) queries.
1
We use generated detections to have precise

control over the size of detection sets and the number of shared

identifiers between them, we generate sets of random unique identi-

fiers to directly represent detections, mimicking pre-collected data,

instead of real-world data, as they allow precise control over crowd

composition. This enables us to systematically evaluate the system

across a wide range of crowd flow scenarios.

6.1 Timing
We implemented the full protocol in Python using the TenSEAL

CKKS library for FHE and a standard Bloom filter package. All

timing experiments were performed using a MacBook Pro (M2).

For timing, we varied the expected number of unique elements

𝑛 ∈ {100, 1000, 10 000, 100 000}. For each 𝑛, we set the Bloom filter’s

target false positive rate 𝑝 = 0.01, which determines the Bloom

filter length as𝑚 = − 𝑛 ln𝑝

(ln 2)2 . The resulting values are𝑚 = 958, 9585,

95 850, and 958 505 for the four settings, respectively. The number

of elements inserted per filter is 𝑛/2. For each 𝑛, we repeated the

protocol 100 times and report the mean and standard deviation

for encryption, aggregation, noise addition, decryption, and total

1
The source code is publicly available. https://anonymous.4open.science/r/DP_BF_

Enc-72E3

query times. Figure 2 shows the end-to-end computation times for

encrypted footfall and crowd flow queries. Each plot reports the

time for each processing phase as a function of the Bloom filter size

𝑚. The results demonstrate that our protocol is efficient for practical

deployments, with total query times less than a few seconds even

for the largest Bloom filters tested with𝑚 = 958 505.

(a) Footfall timing

(b) Crowd flow timing

Figure 2: Computation times for (a) footfall and (b) crowd
flow queries under FHE, for different Bloom filter sizes.

6.2 Privacy-Utility Tradeoff
To isolate the effect of DP noise on utility, we perform a separate,

non-encrypted evaluation with 𝑛 = 1000 and 𝑝 = 0.01 and 1000

repetitions per setting. For footfall, sample sizes range from 1 to

1000; For crowd flow, both sets have 1000 random detections, and

intersection sizes range from 0 to 1000. For each, we report the

mean and standard deviation of estimation accuracy for privacy

parameters 𝜖 ∈ {0.1, 0.25, 0.5, 1.0}. In differential privacy litera-

ture, smaller values of 𝜖 (e.g., 0.1) correspond to strong privacy

guarantees, while larger values (e.g., 1.0) relax privacy but improve

5
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(a) Footfall accuracy

(b) Crowd flow accuracy for groups of size 1000.

(c) Crowd flow accuracy for groups of size 10.

Figure 3: Estimation accuracy (mean ± std) for differentially
private queries: (a) footfall, (b) crowd flow for large groups,
and (c) crowd flow for small groups, all evaluated across
intersection size and privacy parameter 𝜖.

utility [7]. Relative accuracy is defined as:

Relative accuracy =
estimate

actual

(with relative accuracy set to 0 if the actual value is 0).

Figure 3 shows the mean and standard deviation of estimation

accuracy for both footfall and crowd flow as a function of group/in-

tersection size and 𝜖 . Each curve corresponds to a different privacy

parameter; the black dashed line represents the non-private Bloom

filter baseline. In Figure 3 (a), we observe that for small groups,

relative accuracy is limited by Laplace noise, especially for stronger

privacy (lower 𝜖). This trade-off is intentional and desirable; in

practical scenarios, attackers can often obtain auxiliary informa-

tion about individuals in small groups, which makes linkage attacks

and identification far easier. By reducing the precision of published

statistics for small groups, our approach mitigates these risks. As

group size increases, relative accuracy rapidly approaches the non-

private baseline for all values of 𝜖 .

Figure 3 (b) focuses on crowd flow estimation. Here, both sets 𝐴

and 𝐵 contain 1000 unique identifiers, and we vary the number of

shared identifiers |𝐴 ∩ 𝐵 | from 0 to 1000. The results show that the

relative accuracy improves as the intersection size increases. This

aligns with the behavior of Bloom filters, when more identifiers

are shared, the estimation becomes more reliable [15]. However,

crowd flow queries become particularly sensitive in low-density

environments, such as people moving between two small shops in a

quiet neighborhood or between separate entrances of a public park

during early hours, where only a few individuals may pass through

both locations. To simulate such sparse scenarios, we performed

an additional experiment, as shown in Figure 3 (c). Here, 𝐴 and 𝐵

each contain only 10 identifiers, and we vary |𝐴 ∩ 𝐵 | from 0 to 10.

Without differential privacy, even a single shared detection can be

inferred with high accuracy, posing a significant privacy risk. By

injecting DP noise, our protocol introduces uncertainty into these

estimates, preventing exposure of individuals in such small groups.

Our evaluation confirms that the proposed protocol is both prac-

tical and privacy-preserving. The FHE-based pipeline is computa-

tionally feasible for real-world deployments, achieving query times

of only a few seconds even for large Bloom filters. The DP mech-

anism provides a tunable trade-off between privacy and utility:

for moderate to large groups, the accuracy remains close to the

non-private baseline across all tested values of 𝜖 . For small groups,

where the influence of a single individual is most significant, the

mechanism introduces higher relative noise. This behavior is con-

sistent with the formal guarantee of differential privacy, which

ensures that the inclusion or exclusion of any individual has only a

limited impact on the released statistic.

7 DISCUSSION
7.1 Privacy Enhancement Using Fully

Homomorphic Encryption
Fully homomorphic encryption (FHE) enables confidential compu-

tations directly on encrypted data, supporting both addition and

multiplication without decryption. In our protocol, all aggregation

and cardinality estimation are performed on encrypted Bloom fil-

ters, ensuring that raw data or identifiers never leave the trusted

6
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sensors. While FHE offers robust privacy, it also introduces signifi-

cant computational overhead, especially as Bloom filter length𝑚

grows. To mitigate the computational overhead imposed by FHE on

large Bloom filters, we implemented a segmentation approach: each

Bloom filter is divided into smaller, fixed-size blocks, and each block

is processed independently under encryption. This chunked pro-

cessing (e.g., using 4096-bit segments) significantly reduces memory

consumption and enables practical encrypted computation even for

large filter sizes (up to nearly 10
6
bits in our experiments). Segmen-

tation does not change the underlying estimator or DP mechanism;

we compute the total number of set bits in a conceptual Bloom

filter of length𝑚 by summing the per-segment counts. Analytically,

this is equivalent to processing a single non-segmented Bloom fil-

ter. This technique allows our protocol to scale efficiently with

the size of the monitored population and supports deployment in

resource-constrained environments.

7.2 Trade-off Between Privacy and Utility
The choice of differential privacy parameter 𝜖 governs the trade-

off between privacy and utility in our system. As demonstrated

in our evaluation, strong privacy (low 𝜖) adds substantial noise,

especially affecting accuracy for small groups or sparse flows, but

this is a desirable property for privacy protection. Small groups

are most vulnerable to re-identification via auxiliary information,

so deliberately reducing precision in these cases limits potential

privacy risks. For applications where highly accurate aggregate

statistics are needed and privacy requirements are less strict, larger

values of 𝜖 can be used. Our protocol allows system designers to

tune this trade-off to fit the privacy requirements of each scenario.

7.3 Identifiers and Robustness
Crowd monitoring often relies on device-based identifiers such as

MAC addresses, but real-world deployments are increasingly af-

fected by identifier randomization. Our method does not depend on

the specific type of identifier used; as long as each unique entity is

consistently mapped to a single Bloom filter bit pattern per epoch,

our protocol yields valid estimates. However, aggressive identifier

randomization can inflate crowd counts (if a device appears with

multiple identifiers in one epoch) or deflate flows (if the same de-

vice changes identifier between epochs). Identifying more robust

sources of identifiers, or methods for resolving randomized identi-

fiers while preserving privacy, remains a key challenge. Notably,

our protocol processes identifiers only within trusted sensors, en-

codes them immediately into encrypted Bloom filters, and discards

them—ensuring no raw or linkable identifiers are ever transmitted

or stored. All released statistics are noisy and aggregated, providing

privacy by design and reducing consent requirements.

7.4 Local Differential Privacy
Local differential privacy (LDP) requires each scanner to random-

ize its observations before sending them to the server. Although

this removes the need to trust the server to add noise, it does not

work in our setting, especially for crowd flow estimation. Under

LDP, each scanner perturbs identifiers or Bloom filter insertions

independently. Footfall at a single location can still be estimated,

although with higher variance. However, crowd flow requires the

same individual to be represented in the same way across scan-

ners. Independent randomization breaks this: the same identifier is

very unlikely to map to the same Bloom filter positions at different

scanners, so the bitwise AND cannot recover true overlaps. The

intersection estimate collapses, and the flow statistic is not feasible.

Deterministic alternatives, such as identifier-dependent sampling

(e.g., Marzani et al. [14]), keep the representation consistent across

scanners. However, they create stable and linkable patterns that

adversaries can learn or reverse over time.

8 CONCLUSION
We have presented a practical protocol for privacy-preserving

crowd monitoring that integrates fully homomorphic encryption

(FHE), Bloom filters, and differential privacy (DP). Our design en-

ables secure aggregation and analysis of crowd statistics, such as

footfall and crowd flow, without exposing raw identifiers or inter-

mediate computations to any untrusted party. By combining end-

to-end encrypted processing with DP noise addition, our system

offers formal privacy guarantees. To achieve scalability, we imple-

mented Bloom filter segmentation, allowing efficient encrypted

computation for large-scale deployments. Our experiments demon-

strate that the protocol achieves a tunable trade-off between privacy

and utility, and practical computation times on a personal laptop.

Future work includes optimizing further for communication and

computation costs, investigating alternative noise mechanisms, and

evaluating the approach on real-world deployments with more

complex identifier randomization or sensor settings. We believe

that our framework provides a practical and secure foundation

for privacy-preserving analytics in smart city and urban crowd

monitoring applications.
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